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What is an error-message?

 Wikipedia: An error message 1s a message
displayed when an unexpected condition occurs




Causes of unexpected conditions

* User
e Users performs some invalid operation

* System / program /... / anything user does not

have direct control of
 Bug in program
e Server malfunction
e Device not ready



Expected user interaction

e User can not fix the problem
e 1e.: HTTP 500 — Internal Server Error
e the only thing one can do is explain user there 1s a
problem and ask user to try later

e User can fix the problem
* mostly (but not only!) unexpected conditions caused by user
himself
e 1mportant thing is to tell user where the problem 1s, what the
problem 1s and how the problem can be fixed
e error message must speak the same language as user (!)



Error message usability

“Good” error message should usually consist of:
(not everything 1s always applicable)

1. Unique identifier (Message ID)
HTTP 503: Service unavailable
ORA-01007: variable not 1n select list

2. Any relevant information for help-desk
Timestamp, User name, Memory dump...

3. Message type and severity
Warning, Error, Hint, ...

4. Short message for user
File not found; Disk 1s full



Error message usability

S. Longer description and tips how to fix the problem
What consequences does this error have for user and his
work?

How to fix the problem?
How to avoid having this problem in future?

Does not have to be directly in error message itself —1.e. it
can be a link to documentation



Why are error-messages so bad?

There are few reasons why overall quality of error messages 1s
quite bad:

1. error messages are never tested for usability

2. error messages for “normal” people are written by
programmers, error messages for programmers are written
by marketing departments

3. belief that error messages are not important
“my program would work without errors”
“1f user does everything according to manual no error can
occur”



Evaluation criteria

* For each application / operating system we will try
to answer following questions:

* Are given error-messages user-friendly?

* Are they useful for typical user?

* Do they provide enough error-recovery
features?

* Do they give enough useful hints?



Applications we will look at

* According to type of application demands on error
messages differ

* We take a look at:
* web applications
* desktop applications (office tools)
° operating systems



Web applications

 While using a web application user may encounter

two types of error message
e those given by server (mostly technical problems)
* those given by application (mostly problem with user
input)

* Sometimes it 1s hard to tell whether it 1s a server
or application error message



“Good” web app. error message

* “Good” error message should consist of:
Unique 1dentifier

Timestamp, user, user agent

Message severity (error / warning)

Short message for user

Longer descriptions + recovery features

* All of those could be included on one page



Overriding ugly server messages

Not Found Default HTTP 404 error message of
The requested UEL /notexits html was not found on this server. Ap aChe SCTVCT

a HTTP 404 Not Found - IE 5.5 (Microsoft Internet Explorer)

| fe Bt vew Faes Db tep | |sgdes 2] 0o “User friendly” error message given by
o2 009 e amee S " Internet Explorer (default behavior)

The page cannot be found —+—— |
1 - * + Short and clear

The page you are locking for might have been removed, had its

name changed, or is temporarily unavailable.
. .
™ + Longer description of problem

Flease try the following:

f d th ddress in the Address bar, make 1 9™ R f h
* are that tis apclles corredtly. | aress bar make + Recover \ catures that

# Open the localhost home page, and then look for links to '
the information you want. t 11 k
# Click the  Back buttan to try anather link. ac ua y ma e Sense °

» Click Search to look for information on the Internet.

/” + Error code

Internet Explarer

| =No useful information for support
4 (time stamp, URL, ...)

|@ Dione ’_ I_ |\:§ Local intranet




Overriding ugly server messages

* Better way than relying on client is to make error
messages “nice” on server side

* .htaccess (on Apache)



sme.sk: Something bad happened...

©) Chyba servera... zIly, zIf server! - Mozilla Firefox |'._||'E|rg|
File Edit Wiew History  Bookmarks  Tools  Help

€ D @ U @ Erwmmmen ~[») @ &)
[ movell siet’ FMFI UK | | Studentsky server | | FMFIUK | | KZVI | | e-learning (KZVI, KAD) >
* || Fetratisa... || Kubicamé... | Sobil Zada.. | ] Haugpobv... E Chyba... | >

Stalo sa nieco §karedé.
Nasa internetova stranka je momentalne nedostupna.

Madi programéton a technici pracujil na odstranend problému a marketingové oddelenie ug
pripravilo powerpomtovskld prezentaci s mekolloym wyndeapicumt wwhovorloami

Medzitasom st mbZete poenet’ naprillad nafe blogy, ak wwwr sme sk nefingue. Ak nefingum
blogy, wyskifajte www sme sk Al nefinguje and jedne, navitivte zatal nadu kenlurenciu a
predstavte s1, aley by bol svet bez www. ste sl

Dspravedliujemne sa.

enerated Fri, 10 Oct 2008 08:54:22 GMT by fwaccelll petitpress.sk
{eguid/2. 0.5TABLEY)

Done o

This 1s a server error and user
can not do anything about it

BAD: Does not contain:

- unique 1dentifier
(original HTTP response code)

GOOD:

+ 1t's funny — does not piss the
user off

+ does give recovery feature



w3.org: Sorry, Not Found

I Error 404

W ¢ = }:f # |1 w3.orgfnotfound | P |- Gu:-u:-u;lle = o0

ESorry, Not Found.

The URL path in your request doesn't match anything we
have available.

If you believe this is not the page you were trying to reach.

1. If youtyped the URL by hand then please make sure that it is exactly
as it should be. Also check the capitalization and that you are using
forward slashes (/).

2_ Ifthe link you have is very old or you picked it up from a book, it may no
longer be available. In that case, please mail the full URL of the link to
the Webmaster at web-human@w3.org. Please explain where you
found the link and what information you are looking for.

3. Otherwise, to find the information you are looking for, please start on
the W3C Home page or the W3C search page.

NOTE: In October 1996 we moved several historical documents to archival
storage. The document you are looking for may be there.

If you still have a question, please consult the Webmaster FAQ.

Webmaster
$id: Error-404.htmi v 1.17 2006/10/25 23:13:38ted Exp §

This can be considered to be
a “good” server error message




Web applications errors

* are produced by application itself
* mostly reactions to user input (form validations,
etc.)

* should always contain a recovery feature
* should always show where and how problem
occurred

* should never blame user
* Instead of ““You entered wrong postcode”, it 1s better to
use “Given postcode 1s invalid — can only contain
numbers”




Web application: Validating a form

registration form:

Page 1

Newser

Mame |.ﬂu:|am

Passwnrdl

Re-enter password |

Addressl

Postcode [351¢1
Page 1

2 errors have occurred

« Password can not be left blank! Please enter a new passwaord!
« Postcode is invalid - must consist of 5 numbers.

Newser

Mame |A|:Iarn
@ Fassword |
Password can not be left blank! Please enter a new password!

Re-enter password |

validation errors Address |

@ + postcode |551é1

example : Pastcode is invalid - must consist of 5 numbers.




Web application: Global errors

example how two internet banking applications handle situation of
long user 1nactivity (session expire)

“..VI:IB-]B-Opera

=] B3
File Edit View Bookmarks Widgets Feeds Tools Help

[ vewtab [ gou... | [EFHsue... |[ERBoi .. | [FHzen... |Hswe...

e

Jres Ha, '\War... ,&Tra... |_| Buil,
14 ‘2; # | https:/fib.vub.skfib.aspx TR

. ||_'|mBank -

';|_ 7.56

] VUB BANKA ‘

Start Internet bankingu

. ; . 1/mBank - Opera H=] 3

BEZPECNOST U pOZO rnenie File Edit WView Bookmarks Widgets Feeds Tools Help

= Bezpetfnost' " 3 R 3 T S v
komlilnikécie So sluZbou internet banking ste dihdiu dobu nepracovali. Z bezpetnostnych [ Newtab (5 pou.. Hsve.. 2eej... Hzn.. Hsve.. .. OGwar.. $Tran.. jBuid.. | Jv... m u

diévodov ste boli automaticky odhlazeni. Pre d'alfiu ¢innost je potrebné =a > - =

=Zakladné opit prinlast. ™ T« = e g ” | https://sk.mbank.eufframes.aspx 54BRE Bank SA (PL) = Google = 66
bezpetnostné — ‘ ‘ i %
pravidia mB’mk& Intemet Banking LR romenni

= SMS autorizacia €

> Bezpetnost' Internet

bankingu Plus

=Co je to Phishing a
Pharming?

i Vyskytla sa systémova chyba.

Boli ste odhlaseni z dévodu dlhej necinnosti. Prihlaste sa znovu.

Prihldste sa znowvu




E-Mail error messages

* Few examples of error messages returned by
MAILER DEAMON in case mail could not be
delivered



E-Mail error messages (gmail-send)

Hi. This is the gmail-send program at mxavas6.forpsi.com.

I'm afraid I wasn’t able to deliver your message to the following addresses.
This is a permanent error; I’ve given up. Sorry it didn’t work out.
<uzivatel@domena.tld>:

user 1s over quota

Hi. This is the gmail-send program at mxavas6.forpsi.com.

I'm afraid I wasn’t able to deliver your message to the following addresses.
This is a permanent error; I’ve given up. Sorry it didn’t work out.
<uzivatel@domena.tld>:

user does not exist, but will deliver to
/home/vpopmail/domains/2/b/serbus.org/nobody/

can not open new email file errno=2

file=/home/vpopmail /domains/2/b/serbus.org/nobody/Maildir/tmp/1182584444.17359.m
xavasb6.forpsi.com, S=3463

system error

GOOD:
BAD: - first part understandable

' - no unique 1dentifier for novice users too
- no timestamp, user name etc. that may - contains severity and
help helpdesk when reporting error consequences for user

- it 1s not clear it 1s an error message



Error messages in OS

* must attract user's attention — or even make him
stop his work and concentrate on error message

e => modal windows — shown above all others,
without confirming error message it 1s not
possible to continue 1n work

Error |

. . ™ Icons indicate severity of error
Buttons — user 1nteraction



Error messages in OS

* sometimes error message does not require
immediate attention from user

' ™
i\] This document failed to print IE

Documen t name: 'ecem’
Printer name: 'HP Laserlet 51
Time sent: 14:05:30 15, 10, 2008

Click here to open the print queue, and then for assistance,
dick Troubleshooter on the Help menu.

PDoebhis | Y 2 M. vl;ﬁF‘rojectl | | 3

operating system should than inform
us about the error and let us decide
when and how we will handle 1t



OS: Program crashes

How does 1t look when some program crashes?

a.) program simply disappears, no error message given
“The worst error message 1s that isn't”

b.) some error message is displayed
Q: How many detailed information should we provide to user?

crash reporter program:
Win: Windows Error Reporting
Mac: Crash Reporter
Gnome: Bug Buddy
KDE: Dr. Konqi



OS: Program crashes

' =l Well known message from Win95 era

Thiz program has perfarmed an illegal operation
atd will be shuk daow,

If the problem persists, contact the program

vendor. [efat s
MEACCESE caused arnn invalid page fault in =
modunle YBAZZEZ _DLL at 0167:&517daaa.

Registers:
Ei-=000000fe CE5=01&7 EIP=£E517daaa EFLGS=00010Z%&
EBX=0ZF5973dc 35=01&f ESP=00&Ze718 EBP=30000004

ECH=Tfffffff DE=01cf ESI=0Z637360 FS=El&f o
EDX=00000004 ES=01cf EDI=0Z6S5785c GS=0000

Eyte=s at CE:EIP:

b 52 1lc 81 b5 fo ff £f 7f ol =d 02 25 db Of S84 ;I

Its newer version from XP

Internet Explorer has encountered a problem and needs g

What's better: to cloze. We are zony for the inconvenience.
- more polite !-Léﬂt‘ l;veelrgsip the middle of zomething, the information vou were waorking on
- Contains ConS equences Pleasze tell Microzoft about thiz problem.

"W'e have created an emraor repart that you can send to help us improve
Internet Explorer. “We will treat this report az confidential and anonymous.

BU.t from prO grammer's VieW it To see what data this emor report containg, click here,
iS Completely useless. Debug | Send Eror Repart




OS: Program crashes

Bug Reporting tool

& The information about the crash has been successfully

collectad @XNOF  ProblemReportfor TextEdt

The application that crashed is not known to bug-buddy, Problem and system information:

therefore the bug report can not be sent to the GNOME .

Bugzilla. Please save the bug to a text file and report it to the Exception: EXC_BAD_ACCESS (BxB@@l) U
Codes : KERN_IMWALID_ADDRESS (BxBBALY ot BxEA04ch3s

appropriate bug tracker for this application.
Thread A Croashed:

=~ Show details A < AARERRARAs- Axfffeff38 objc_megSend_rtp + 48
Memory status: size; 26656768 vsize: 0 resident: 26655768 share 1 com.opple.Appkit Bx337dbE08 + [N3BundLe
[ : . ; ; ; : : § ; ; (MSNibLooding) loodMibNomed:owner:] + 136
[CPU usage: start_time: 1171664708 rtime: 0 utime: 17 stime: 0 c| Z2  com.opple.TextEdit Bx@@8AChcd — [Document init] +
: [ 320 (Documert .mz1BE7
Backtrace was generated from 'fusrjlibexecjevolution-alarm-notify! 3 com.opple.TextEdit AxABAACESC — [Document.
initWithPaoth:encoding :ignoreRTF rignoreHTHL :uniquedone terror:] + 116 El
[ ; o
i;”ﬂ dEbUQQ_mE!_ s;-,_fmbnls fﬂu”'_:!:'_ 1= Please describe what you were doing when the problem happened:
; | [»]

| gglose

l Save ‘

Your report will help Apple improve this software. Your personal information is not sent
with this report. You will not be contacted in response to this repart. For Apple product
suppart, visit waww.apple.com/support or contact your Apple dealer.

@ ( Send to Apple... )

=




Desktop Application

* Demands on error messages mostly depend of
purpose of application

* In general, we would like to have error message
linked with help



“Good” desktop app. error message

* “Good” error message should consist of:

Unique 1dentifier

Message severity (error / warning)

Short message for user

Longer descriptions + recovery features, ideally in a
form of link or button that will open a corresponding
help page

e If there 1s a possibility to fix error by choosing
from some options, application should provide
this option using i.e. buttons



Example of very bad error message

MS Excel 2003 — error when entering a formula = (l)UND()

Microsoft Excel

The formula you typed contains an error.

' "_\ « For information about fixing common formula problems, dick Help,
J « To get assistance in entering a function, dick CK, then didk Function an the Insert menu.
« If you are not trying to enter a formula, avoid using an equal sign (=) or minus sign (-), or precede it with a single quotation mark ().

Help |

(D Microsoft Excel Help

- no information which error occurrip ¢ -

\ = Show All ;I
- help button leads to a vague text | rhaveanerrorinmy formus

Match all open and close parentheses Make sure all parentheses are partof a

Which COntainS a lot that has E—.n:ﬁnﬁeiﬁfeaz}.g?ﬂ you create a formula, Microsoft Excel displays parentheses in color
Use a colon to indicate a range  When you refer to a range of cells, use a colon

nothing tO dO With user' S actual (:) to separate the reference to the first cell in the range and the reference to the last

cellin the range.

roblem Enter all required arguments Some functions have reguired arguments. Also,
p make sure you have not entered too many arguments,
Mest no more than seven functions You can enter, or nest, no more than seven
levels of functions within a function,

BETTER o I t d f l Enclose other sheet names in single quotation marks  If the formula refers to
o ns ea O genera values or cells on ather warksheets or workbooks and the name of the other workboak

or worksheet contains a nonalphabetical character, you must endose its name within

help Open description Of single quotation marks ('),

Include the path to external workbooks Make sure each link contains a
workbook name and the path to the workbook,

prOblematiC funCtion in formUIa Enter numbers without formatting Do not format numbers as you enter them in

formulas. For example, even if the value you want to enter is $1,000, enter 1000 in
the formula.




It can still be worse...

Open Ofﬁce 2'4 Ca‘lc u“ Ewanuls Data Window HE||:I
5[4 ZHa2 X BSRIVE L& [
User enters formula =ROUND() : & [== Sl SlB/ujs=x ]
E o wz = |
1 1 A | B | C | D [ =
No error message 1s displayed -2 =
The cell turns into Err:511

User: What does that mean??? —

[ e | | [

8

_there is no help button BARENY o TR

- if user presses F1 on that cell only generic help obens

Welcome to the OpenOffice.org Calc Help

- 'Err:511" 1s not even an index term s s
- searching for 'Err:511' in help finally brings use;”;fenq}‘mgbgca}de&ss

page, where he can find that Err:511 means: “Fuiigtion requires
more variables than are provided, for example, AND{)"and OR().”




* We shown an overview of different type of error
messages 1n different situations mostly with stress
how not to make them.

* Unfortunately, error messages are still (and
probably forever) on the edge of interest

* More on this topic will be then published on
Martin's blog
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